D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-615 Firmware Release Notes

Firmware: FW414B04
Hardware: Dx
Date: 2013/10/29

Note:
1. FW version is advanced to v4.14

Problems Resolved:
1. Fixed the UPnP exploit.
2. Fixed the reported issue from Michael Messner

® OS Command Execution:
http://<IP>/tools_vct.xqi
http://<IP>/tools_system.xgi

® Cross-Site Scripting (XSS)
http://<IP>/bsc_wlan.php
http://<IP>/tools_log_setting.php

® Security Misconfiguration
Telnet Service is open with Authentication.

® Sensitive Data Exposure
http://<IP>IP/Devinfo.txt

® Cross-Site Request Forgery
http://<IP>/tools_admin.php

Enhancements:
None

Known Issues:
None
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http://192.168.0.1/tools_admin.php

